Ser. No. 09/936,415 

Internal Docket No. RCA 89,462 

Listing and Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

1 . (Currently amended) Method A method for managing access to a scrambled 
program , within a network comprising a first device interconnected to a second 
device, to a scramb l ed program the method comprising: 

(a) receiving said scrambled program in said first device, said scrambled 
program comprising a scrambled data component and a descrambling key; 

(b) rebundling, in said first device, said descrambling key using a unique key 
associated with said first device; 

(c) receiving, in said second device, said scrambled data component and 
said rebundled descrambling key; 

(d) obtaining in said second device said descrambling key from said 
rebundled descrambling key; and 

(e) descrambling, in said second device, said scrambled data component 
using said descrambling key. 

2. The method of Claim 1 wherein said descrambling key is encrypted and the step 
of rebundling comprises: 

(a) decrypting said encrypted descrambling key using a key associated with 
said scrambled program; and 

(b) re-encrypting said descrambling key using said unique key associated 
with said first device to produce said rebundled descrambling key. 

3. The method of Claim 2 wherein said unique key associated with said first device 
is a public key, said public key being located in said first device and a 
corresponding private key being located in said second device. 

4. (Currently amended) The method of Claim 2 wherein the step of rebundling is 
performed within a first smart card coupled to said first device and the steps of 
d e crypt i ng obtaining and descrambling are performed within a second smart card 
coupled to said second device. 
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5. The method of Claim 1 further comprising the step of initializing said first device 
within said network. 

6. (Currently amended) The method of Claim 5 wherein the step of initializing 
comprises the step of receiving said a public key from a conditional access 
provider, said step of receiving comprising authentication of said conditional 
access provider. 

7. (Currently amended) The method of Claim 5 wherein said a public key is 
prestored in on e of said a smart card coupled to said first device or in attd said 
accoss first device. 



8. (Currently amended) The method of Claim 1 wherein said descrambling key is 
ono of encrypted using a private means if said scrambled program is received from 
pre-recorded media ar^d or protected by a private means if said scrambled 
program is received from a service provider. 

9. (Currently amended) M e thod A Presentation device for managing access to a 
scrambled program comprising: 

(a) means for receiving, from a first device coupled to the presentation 
device via a local network , said scrambled program comprising a scrambled data 
component and a rebundled descrambling key encrypted using a key associated 
with the local network key; 

(b) a module for decrypting, in said second presentation device, said 
rebundled descrambling key to generate said descrambling key; aod 

(c) a module for descrambling, in said s e cond presentation device, said 
scrambled data component using said descrambling key to obtain a descrambled 
program; and 

(d) means for presenting said descrambled program . 
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10. (Currently amended) M e thod A method for managing access to a scrambled 
program received from a service provider within a network having an access 
device and a presentation device, said method comprising: 

(a) receiving said scrambled program in an access device, said scrambled 
program comprising a scrambled data component and an encrypted descrambling 
key; 

(b) decrypting, in said access device, said encrypted descrambling key 
using a key associated with said service provider; 

(c) re-encrypting said descrambling key, in said access device, using a 
public key associated with said access device; 

(d) receiving, in said presentation device, said scrambled data component 
and said re-encrypted descrambling key; 

(e) decrypting, in said presentation device, said re-encrypted descrambling 
key to obtain said descrambling key; and 

(f) descrambling, in said presentation device, said scrambled data 
component using said descrambling key. 

1 1 . The method of claim 9 wherein said scrambled program is prerecorded on 
media and provided to said access device, said encrypted scrambling key being 
received from said prerecorded media. 

12. (Currently amended) M e thod A method for recording a scrambled program 
received from a service provider, said method comprising: 

(a) receiving said scrambled program in an access device, said scrambled 
program comprising a scrambled data component and an encrypted descrambling 
key; 

(b) decrypting, in said access device, said encrypted descrambling key 
using a key associated with said service provider; 

(c) re-encrypting said descrambling key, in said access device, using a 
public key associated with said access device; 

(d) receiving, in a recording device, said scrambled data component and 
said re-encrypted descrambling key; and 
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(e) recording said scrambled data component and said re-encrypted 
descrambling key on media coupled to said recording device , and providing said 
scrambled data component and said re-encrypted descramblinq key to a 
presentation device . 

13. The method of Claim 12 wherein said scrambled program is prerecorded on 
media. 

14. The method of claim 1 , wherein the first device is an access device and 
wherein the second device is a presentation device. 

15. (Currently amended) A method for transforming in a security device, content 
information contained in a scrambled program received from a service provider 
comprising: 

receiving in said security device the scrambled program containing 
scrambled content information and a control word descramblinq key ; 
descrambling the scrambled content in the security device using the contro l word 
descramblinq key ; 

generating in the security device another scrambling key; 

re-scrambling the content using said another scrambling key; and 
encrypting a local ECM entitlement control message containing th e r e- scramb l ed 
content said another scrambling key using a unique key , and 

providing said re-scrambled content and said local entitlement control message to 
a presentation device . 

16. The method of claim 15, further comprising determining user entitlement to the 
scrambled program prior to descrambling the scrambled content. 

17. (new) An access device, comprising: 

a signal input for receiving a scrambled program from a service provider, the 
scrambled program including a scrambled data component and an encrypted 
descrambling key; 
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a decrypting unit for obtaining the descrambling key using a key associated 
with the scrambled program; 

an encryption unit for re-encrypting the descrambling key using a public key 
associated with the access device; 

a signal output coupled to a digital bus for transmitting the scrambled data 
component and the re-encrypted descrambling key to a presentation device via the 
digital bus, wherein only a presentation device having a corresponding private key 
is able to decrypt the re-encrypted descrambling key and descramble the 
scrambled content. 

18. (New) The access device of claim 17, wherein the public key is periodically 
received from a conditional access provider. 

19. (New) The access device of claim 17, wherein the signal output authenticates 
the presentation device before transmitting the scrambled data component and the 
re-encrypted descrambling key to the presentation device. 

20. (New) The access device of claim 17, wherein the signal output transmits 
identification data associated with the access device and copy control information 
along with the re-encrypted descrambling key. 
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